Annual Trustwave PCI Self
Assessment Questionnaire
(SAQ) Educational Presentation

Understanding the Merchants

Responsibilities for PCI Compliance
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Discussion on Merchant Responsibilities
Discussion on SAQ’s

Discussion on New Expectations
Question and Answer




IMlerchant Responsibilities



PCl Merchant Responsibilities

Know your payment card processing business and how you
process credit cards

Mail, Phone, Online, Over the Counter F2F, Secure fax

24/7 adherence to PCI DSS

eRead PCI DSS standards

*Keep cardholder data secure and confidential

eLimit physical access to terminals and data from terminals;
need to know basis

Attend Trainings; includes all employees who have access to
cardholder data or revenue

*Revenue Process (attendance once every two years)
eSecurity Awareness Education (SAE-annually)

Complete Annual SAQ to attest PCI Compliance
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SELF ASSESSMENT QUESTIONNAIRE



Self Assessment Questionnaire

Why do | have to complete the SAQ?

* Annual requirement for merchants that accept
credit cards.

 Confirms that your department strives to keep
cardholder data secure.

 Helps Treasury uncover possible weaknesses
in processes that may violate PCI DSS.




Self Assessment Questionnaire

Most importantly you are \ ?
attesting that your department | a
IS keeping your payment card A
processing environment secure by / )
following the guidelines/policies set 417
forth by the PCl Council and the lU
Treasurers Office.




Self Assessment Questionnaire

Who should be completing the SAQ?

»Someone designated by Fiscal Officer

»Someone knowledgeable about the
merchants processing environment

»Someone who has completed the SAE &
Revenue Process Training




Which SAQ Should | Complete?

A' Card-not-present (e-commerce or mail/telephone-order) merchants, all cardholder data

functions outsourced. This would never apply to face-to-face merchants.

B' Standalone, dial-out merchants with no electronic cardholder data storage, imprint only
merchants with no electronic cardholder data storage.

C'VT' Merchants using only web-based virtual terminals, no electronic cardholder data

storage. (No IU Merchants)

C' Merchants with payment application systems connected to the Internet, no electronic

cardholder data storage. (No IU Merchants)

D' All other merchants not included in descriptions for SAQ types A through C above, and

all service providers defined by a payment card brand as eligible to complete an SAQ.



Which SAQ Should | Complete?

» SAQ’s are based on merchant numbers.
» Each merchant number has to have an SAQ completed.

» Some departments have multiple payment card

acceptance methods each having its own merchant
number:

— Online=IU PAY Plus, VeriSign/PayPal, Specialty Systems
(ticketing, dining, parking, etc.)

Caution: No merchant should be entering cardholder data into an online
system for the cardholder (i.e. No IU Computer or Workstation).

— POS Stand Alone Terminals = F2F, Mail, Phone, Secure Fax

Caution: Any mail-in, phone-in, secure fax cardholder data should be cross
shredded after entered into terminal. Email and phone messages strictly
prohibited. Secure Fax acceptable.



Self Assessment Questionnaire

=5 Expiration Date

% How many SAQ’s

@ SAQ Type




SAQ (A) & B Merchants

Section A. ELIGIBILITY

Status ltem

Merchant certifies efigibility b complete this shortened version of the Self-Assessment Cuestionnaire because:

ST
g
%
g

Merchant does not store, process, or transmit any
cardhobder data on merchant pramises but refies
entirely on third party service provider(s) to handle
these functions

Twaiz)

The third party service provider(s) handing storage,
processing, and'or ransmission of cardholder data is

confimed to be PCI DSS compliant
TWa124]

Merchant does not store any cardholder data i
elecironic format
W26

Merchant retains only paper reports or receipts with
tardholder data, and such documents are not received

electronically
W26

If you are using a 3™
party processor all
credit card
information is
directly transacted
on their site. If your
department is
entering cardholder
data through your
computers, STOP !
Consult with
Treasury you may
be in violation of

\PCI DSS. -/




SAQ A & (B) Merchants

Section A. ELIGIBILITY

Status

9

QE

ftem

Werchant cenifies eligibiitf to complete this shom=ned version of the Sef-Assessment Cusstionnaire because:

a W erchant Description Marchant
[T ] uz=s anhf

standalone,
diakup
tmrminals;
and the
standalane,
diakup
imrrninals
are nod
connecied io
tha Int=mies
ar ard other
o shams
within the
m=rchiant
aryircament

1 b erchant doss not store ard cardholdar data in

plactronic formad.
[Tt B2

G/ery merchant \

should be using a
Treasury issued
terminal. These
terminals do not
store cardholder
data. The receipts
that come out of
them should be
truncated and are
not consider to be
received

2 kerchant retains onl paper repons or receipts with
cardholder data, and such documenis are not received

el=ctronicallf
[T Tt B2

Qlectronically. /




SAQ B Merchants

Sedtion B. 3. STORED DATA PROTECTION

Status

Qe @ @

item

g1

Do all s#stems adheare to the following requiremeants (answer “Yes" if fou meet these requirements)?

E)

Cluestion

Do all =fstems adhere to the following requiremenis
regarding storage of sensitive authentication data after
authornzation (even if enc 'f:ll:eu:‘? ISAD 1)

[TeiC2128])

Do nat stare the ful conterts of anf track fram the
magnetic siripe (that is on the back of a card, contained
in & chip ar elzewhere), This data iz altermasivelf called
full track, frads, irack 1, rack 2, and magnetic siripe

gata.
[T 300

Cic nat store the card-validation code or value (three-
digit ar four-digit number printed on the front ar back
of @ pafmeant card) used tovenff card-not-aresent
transactons. {SA0 #3.2.7)

[T 3]

Do nat store the personal identificatiaon number [PIN} ar
the encripted PIN block (540 #3.2.3)
[Tetdi54]

5 the BAN masked whan displafed jthe first six and
la=t four digits ane the maximum number of digits io b=
dizplafed)?

[T 34]

This section is
based on your
POS terminal. A
printout of
terminal receipt
and detail
report should
reveal the
truncation of
credit card and
expiry date.

\_ _/




SAQ A & (B) Merchants

Sedion C. 4. TRANSMITTED DATA PROTECTION

Status Item Cuestion Your Comment
Are policies, procedures, and practices in place 1o

Response
P P P should be
p'\:l:lud-? the sending .D: un=ncripied PAMNs b"l' end-user . .
@ maeaging, chad? (A adZ) At written using the
[Tl 52 .
sections of the
SAQ as the

(]

Sedhon D. 7. ACCESS RESTRICTIONS

Status em Cruestion .
outline.
@ T Give detail
' w2y descriptions for
Sedtion E. 9. PHYSICAL ACCESS CONTROLS each section of
Status Hem Cuestion hOW you r
@ ettt r department
s handles and/or
@ =% | oot teinason of arf e of i ok cortin maintains the
cardholder data?[580 #9.7.a) S i nfo rmatio n
Do contrals include the fallowing: refe re n CEd i N

12 |z th= madia clazsified 2o it can b= identified az o .
confidential? (540 #9.7.1)
s \.each question. /




SAQ A & B Merchants

13 Iz the= m=dia sent bf secured courier or cther deliverf
rmethad that can be accu 1|I.el"l' track=d T SA0 #5373

rovcsa This section is
Are processes and procedures in place io ensure aSki ng hOW you

manag=ment approval iz chtained prior to moving

anf and all meadia containing cardholdar data from a Cco ntrOI the

secured area (espacialf when media iz diztibuted o

oS Eaa = ez physical access to
-6 |= strict contral maintained aver the storage and Ca rd ho | d e r d ata’

accessibiligf of media that contains cardholder data®

m
|
[x)

SR #9.9) . .
= ' Ti2258) how is it
E.T Iz rredia containing cardholder data destrofed when H
it i no longer needed for business aor legal reasons? tra ns m Itted}
Cestruction shauld be as folloars: (SALD #5_10)
rwvczzs secured, and
E.B Are hardcopf matedals shredded, incinerat=d, or pulped o LB

so that cardholder data cannoct be reconstructed? {S5A0 d eSt royed afte r it

#3.10.1) . :
rvazass is no longer
Sedbion F. 12. SECURITY POLICIES AND PROCEDURES nQEded .

O
Y
9
9

Status Chuestion

F -1 Iz a securitff palicf =stablizh=d, publizshed, maintain=d,
and disseminated? {SAQ ¥12.1)
[Tt 2]

Dioe=s the seouritf palicd accomplish the follawing: j




SAQ A & (B) Merchants

Sedion F. 12. SECURITY POLICIES AND PROCEDURES

Status tem Cluestion

19 Includes a review at lzasi onos a fear and updates

when the environment changes7[SA0 #12.1.3) This Section Contains
[T =05 .
guestions that

-3 Are usagpe policias for cntical emplof e=facing i .
technologies (for example, remote-access technokgies, pe rta N to yo ur

wirzless iechnologies, removable slectronic media,

laptops, personal dataldigital azsistants [POAs], e-mail, d e pa rt me nt an d to

and Inb=rm=t usage} developed to define proper use of
these iechnologies for al emplofe=: and contractars?

(A #12.3.a) Treasury functions.
[TewiC a0
Your PPP should

F 4 Do the securitf policf and procedures ceardf d=fine
information securitf responsibilities for al emplof ees . I d h d
and contraciocrsT(SAQ #12.4) iInciuae w at yOU (0]
Are the following information securigf manag=ment responsibiliies azsignad o an individual or t=am? (Maob=: T)

[TeeiC2=18] .
in your department
ne=eds not necessarlf performn all the tasks related io the paricular area of responsibilitf, but thef can delegat|

accourtable for their arsa of responsibiliof.) i n rega rdS tO th ese
22 E=iablizhing, documentng, and distributing s=curif secu rity q uestions-

incident response and escalation pracedures bo =nsuns
timelf and eff=ctive handling of al situations¥[(SA0

#12.6.3) Treasury is available

[TesCaz=22

F-E Iz a formal s=curitf awarsness program in place o i

to consult with you
iduniiiapinehh g concerning this

[T

section and the
writing of your PPP’s.

ta manage servics providers, and dao the policies and
procedures include the following? (340 $#12.3) \

F.T If cardhclder dats iz shared with serace providers, ans Y
paolicies and procedurss mairtained and implemeanied

[TeWIC2E31]

_/




SAQ A & B Merchants

Sedion F. 12. SECURITY POLMAES AND PROCEDLRES

Duestion

Dy pcd ity @il perocadianies. inchan B Podicineg:
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A pITapra T B mesliainaed B mOnilor Serdon prresicnns

POl CEE compliancs stalis. (3AD #12.8.4]
W1

Sedcion G. CONFIRMATION AND ACKNOWLEDGEWMEMT

Duestion

POl DS Sal-Sesdcnn el Dstsionmainn wiss
oo Scconding i i
TV 4]

Al irdorrreatnn withiin T showvin-rnferercss S0 sind
in this abesiaton fadrdy renresenis tha nesioks of my
PSSR

TV ]

These next four
questions in
particular relate
to the functions
that Treasury
maintains and we
will add the
documentation to
each merchant’s
Virtual Binder.




SAQ A & B Merchants

Section G. CONFIRMATION AND ACKNOWLEDGEMENT

Status

QLRSS

item

A3

CAB

AT

Cluestion

| have read the PC1 O35 and | recognize that | must
maintzin full PE1 D535 compliance at all tmes.
[Tl 02

No evidence of magnetic stipe (i.e., tradk) data”, CAVZ,
CWE2, CID, or EVV2Z data™, or PIN data™" storage
subs=quent to transaction aufhorzation was found on
ANY =f stemz reviewsd during this assessment,

[Tl i)

| have confrmed with mf POS vendor that mdf POS
sfsiem does nod store sensitive authentication data

after authonzation.
[Tt Gt B2

Signature of Executive Officer [please provids full
name)
[T G ]

Title of Exzeutive Officer
[Tt B

Manager

( This final section is

your attestation
that you
understand what
you just completed,
that it is a full
assessment of your
payment card
environment, and
that you have read
the PCI DSS.
Whomever
completes the SAQ
will sign it.
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Compliance Certificate

e Print certificate after completion of SAQ

N
e Sign and date certificate

e Signatures required: person completing SAQ & Fiscal Officer
Y,

N
e Forward to Treasury Operations Office

e Treasurers Office signs certificate to verify SAQ completion

W,




SAQ D Merchants

A)
B)
C)
D)

E)
F)

G)

The Sections of SAQD

Firewall Configuration H) Account Security
Systems Settings 1) Physical Access Controls
Stored Data Protection J) Access Tracking
Transmitted Data K) Monitoring & Testing
Protection L) Security Policies &
Anti-Virus Protection Procedures

Application & Systems M) Hosting Providers
Security N) Confirmation &

Access Restrictions Acknowledgement




SAQ D Merchants

Beyond The Basics
72a¥ PCl Vulnerability Scans
e Monthly

el og Results

. eComplete Scan
Attestation




Trustwave Scan Report Attestation of
ompliance

Trusbwave Scan Report Attestation of Compliance
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rustwave Scan Report Attestation of
Compliance
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Trustwave Scan Report Attestation of
Compliance
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New Expectations



Interconnected PCI Relationship

Compliance
Coordinator

Site Virtual
Visitation Binder

Equals a PCI Compliant Environment




PCl Compliance Coordinator

Responsibilities Qualifications
> Complete annual SAQ v Prefer full-time
» Maintain Virtual Binder employee
> Primary Contact for PCl ¥ Trained
» Maintain, update, all SAE & Revenue Process

employee training
which includes:
Security Awareness Education

(SAE)
Revenue Process Training




Virtual PCI Binder

s*SharePoint Environment — all documents will be virtual

**Binder Contents:
Departments PCl policies and procedures
PCl Compliance Certificate-Treasury adds
Signed Merchant Agreement-Treasury adds
Copy of Terminal receipt
Copy of applications, brochures, paper forms requesting credit card info
3" Party Service Provider Info-Treasury adds
Employee List of trainings completed
Equipment spec sheets-Treasury adds
Visio diagrams
Firewall rules
IP addresses
Gateways used
Vulnerability Scan dates & results

SAQ D-Additional
contents




Site Visitations

Treasury will conduct periodic site visits to
validate ongoing adherence with PCI DSS
which will consist of:

» Comparison of Virtual Binder to daily
environmental processes and activities.

» Review all aspects of your revenue processes,
credit card, cash and checks.




Presenter
Kim L. Stuart, CTP
Senior Manager, Treasury Operations
Email: kistuart@indiana.edu

Phone: 812-856-5838

Questions and Answers



mailto:klstuart@indiana.edu
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