
Annual Trustwave PCI Self 
Assessment Questionnaire 

(SAQ) Educational Presentation

Understanding the Merchants 
Responsibilities for PCI Compliance



Agenda

• Discussion on Merchant Responsibilities
• Discussion on SAQ’s
• Discussion on New Expectations
• Question and Answer 





PCI Merchant Responsibilities

Know your payment card processing business and how you 
process credit cards
•Mail, Phone, Online, Over the Counter F2F, Secure fax
24/7 adherence to PCI DSS
•Read PCI DSS standards
•Keep cardholder data secure and confidential
•Limit physical access to terminals and data from terminals; 
need to know basis
Attend Trainings; includes all employees who have access to 
cardholder data or revenue
•Revenue Process (attendance once every two years)
•Security Awareness Education (SAE-annually)
Complete Annual SAQ to attest PCI Compliance



PCI DSS Standards



SELF ASSESSMENT QUESTIONNAIRE



Self Assessment Questionnaire

Why do I have to complete the SAQ?
• Annual requirement for merchants that accept 

credit cards.
• Confirms that your department strives to keep 

cardholder data secure.
• Helps Treasury  uncover possible weaknesses 

in processes that may violate PCI DSS.



Self Assessment Questionnaire

Most importantly you are 
attesting that your department
is keeping your payment card
processing environment secure by
following the  guidelines/policies set 
forth by the PCI Council and the IU 
Treasurers Office.



Self Assessment Questionnaire

Who should be completing the SAQ?
Someone designated by Fiscal Officer
Someone knowledgeable about the 

merchants processing environment
Someone who has completed the SAE & 

Revenue Process Training



Which SAQ Should I Complete?

A- Card-not-present (e-commerce or mail/telephone-order) merchants, all cardholder data

functions outsourced. This would never apply to face-to-face merchants.

B- Standalone, dial-out merchants with no electronic cardholder data storage,  imprint only     
merchants with no electronic cardholder data storage.

C-VT- Merchants using only web-based virtual terminals, no electronic cardholder data

storage. (No IU Merchants)

C- Merchants with payment application systems connected to the Internet, no electronic

cardholder data storage. (No IU Merchants)

D- All other merchants not included in descriptions for SAQ types A through C above, and

all service providers defined by a payment card brand as eligible to complete an SAQ.



Which SAQ Should I Complete?
 SAQ’s are based on merchant numbers. 
 Each merchant number has to have an SAQ   completed.
 Some departments have multiple payment card 

acceptance methods each having its own merchant 
number:
– Online=IU PAY Plus, VeriSign/PayPal, Specialty Systems 

(ticketing, dining, parking, etc.)
Caution: No merchant should be entering cardholder data into an online 

system for the cardholder (i.e. No IU Computer or Workstation).

– POS Stand Alone Terminals = F2F, Mail, Phone, Secure Fax
Caution: Any mail-in, phone-in, secure fax cardholder data should be cross 

shredded after entered into terminal.  Email and phone messages strictly 
prohibited.  Secure Fax acceptable.



Self Assessment Questionnaire

Expiration Date

How many SAQ’s

SAQ Type



SAQ (A) & B Merchants

If you are using a 3rd

party processor all  
credit card 
information  is 
directly  transacted 
on their site.  If your 
department is 
entering cardholder 
data through your 
computers, STOP !
Consult with 
Treasury you may 
be in violation of 
PCI DSS.



SAQ A & (B) Merchants

Every merchant 
should be using a 
Treasury issued 
terminal.  These 
terminals do not 
store cardholder 
data.  The receipts 
that come out of 
them should be 
truncated and are 
not consider to be 
received 
electronically.



SAQ B Merchants

This section is 
based on your 
POS terminal.  A 
printout of 
terminal receipt 
and  detail 
report should 
reveal the 
truncation of 
credit card and 
expiry date.



SAQ A & (B) Merchants

1111kikdid

P P P should be 
written using the 
sections of the 
SAQ as the 
outline.  
Give detail 
descriptions for 
each section of  
how your 
department  
handles and/or 
maintains the 
information 
referenced in 
each question.



SAQ A & B Merchants

This section is 
asking how you 
control the 
physical access to 
cardholder data, 
how is it 
transmitted, 
secured, and 
destroyed after it 
is no longer 
needed.



SAQ A & (B) Merchants

This section contains 
questions that 
pertain to your 
department and to 
Treasury functions.
Your PPP should 
include what you do 
in your department 
in regards to these  
security questions. 
Treasury is available 
to consult with you 
concerning this 
section and the 
writing of your PPP’s.



SAQ A & B Merchants

These next four 
questions  in 
particular relate 
to the functions 
that Treasury 
maintains and  we 
will add the 
documentation to 
each merchant’s 
Virtual  Binder.



SAQ A & B Merchants

This final section is 
your attestation 
that you 
understand what 
you just completed, 
that it is a full 
assessment of your 
payment card 
environment, and 
that you have read 
the PCI DSS.
Whomever 
completes the SAQ 
will sign  it.



Compliance Certificate



Compliance Certificate

PRINT
• Print certificate after completion of SAQ

SIGN

• Sign and date certificate
• Signatures required: person completing SAQ & Fiscal Officer

FORWARD

• Forward to Treasury Operations Office 
• Treasurers Office  signs certificate to verify SAQ completion



SAQ D Merchants

A) Firewall Configuration
B) Systems Settings
C) Stored Data Protection
D) Transmitted Data 

Protection
E) Anti-Virus Protection
F) Application & Systems 

Security
G) Access Restrictions

H)    Account Security
I)    Physical Access Controls
J)    Access Tracking
K)    Monitoring & Testing
L)    Security Policies &

Procedures 
M)   Hosting Providers
N)   Confirmation & 

Acknowledgement

The Sections of SAQ D



SAQ D Merchants

PCI Vulnerability Scans

•Monthly
•Log Results
•Complete Scan 

Attestation



Trustwave Scan Report Attestation of 
Compliance



Trustwave Scan Report Attestation of 
Compliance



Trustwave Scan Report Attestation of 
Compliance





Compliance 
Coordinator

Virtual 
Binder

Site 
Visitation

Interconnected PCI Relationship

Equals a PCI Compliant Environment



PCI Compliance Coordinator

Responsibilities
 Complete annual SAQ
Maintain Virtual Binder
 Primary Contact for PCI
Maintain, update, all 

employee training 
which includes:
Security Awareness Education 
(SAE) 

Revenue Process Training 

Qualifications
 Prefer full-time 

employee
 Trained

SAE & Revenue Process 



Virtual PCI Binder

SharePoint Environment – all documents  will be virtual

Binder Contents:
Departments PCI policies and procedures
PCI Compliance Certificate-Treasury adds
Signed Merchant Agreement-Treasury adds
Copy of Terminal receipt
Copy of applications, brochures, paper forms requesting credit card info
3rd Party Service Provider Info-Treasury adds
Employee List of trainings completed
Equipment spec sheets-Treasury adds
Visio diagrams
Firewall rules
IP addresses
Gateways used
Vulnerability Scan dates & results

SAQ D-Additional 
contents 



Site Visitations

Treasury will conduct periodic  site visits  to 
validate ongoing adherence with PCI DSS 
which will consist of:
Comparison of  Virtual Binder to daily 

environmental processes and activities.
Review all aspects of your revenue processes, 

credit card, cash and checks.



Presenter
Kim L. Stuart, CTP

Senior Manager, Treasury Operations
Email: klstuart@indiana.edu

Phone: 812-856-5838

mailto:klstuart@indiana.edu
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